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BDO FS INTERNAL AUDIT CONTACT POINTS

BDO’s Investment and Wealth Management Update summarises the key regulatory
developments and emerging business risks relevant for all designated investment firms and
wealth managers.

Our FS Advisory Services team are working with more than 60 investment and wealth management
firms, including platform providers and administrators, as internal auditors and advisors, giving us a
broad perspective on the issues facing the sector. We have aggregated insights from our in-house
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» FCA Letter to Remuneration Committee Chairs

The Regulator has recently reiterated the importance of firms’ duties to their consumers
and reinforced that any alterations to remuneration should not be made at the expense of
customer good outcomes.

It will be paramount for firms to ensure the funds available for remuneration are
adequately distributed and remain in line with the firms’ business strategy, values as well
as its financial performance and ongoing financial viability.

Firms will now have to strike a balance between ensuring employees are adequately
remunerated, and thereby motivated, to generate financial performance and good
consumer outcomes.

This puts the strength of a firm’s culture and control environment to the test.
» What the Cost of Living Crisis means for firms: Culture and Accountability

The FCA letter to Chairs of Remuneration Committees (August 2022) highlighted that
“individuals should be held accountable for their conduct, competence with a clear,
strong, and evidenced link between behaviours and remuneration outcomes”. Particularly
for senior management, firms will need to demonstrate and evidence that any
remuneration increases have been made in line with the firm’s cultural practices and
employee conduct expectations.

Some of the important steps in creating and maintaining a strong culture include:
Creating an environment of trust where employees can speak up;

Creating an accountability framework where performance across a range of factors is
measured and rewarded - the positive and negative;

Ensuring diversity from a range of perspectives;
Monitoring and measuring outcomes to ensure these align with firm values.
» What the Cost of Living Crisis means for firms: Consumer Obligations

The New Consumer Duty outlines the FCA’s new and higher expectations on the level of
care and customer service provided to consumers throughout the product lifecycle. As
such, firms will need to have a greater consideration for supporting customers through the
current crisis as well as being alert for vulnerability characteristics. Key questions
Remuneration Committees and senior management should ask themselves include:

What controls are in place to ensure that incentive arrangements or KPIs are not
encouraging non-compliance with procedure or poor consumer outcomes? For example,
could employees be pressuring consumers into buying a product or service to take
advantage of commission or incentive structures?

- Do our employees fully understand their regulatory obligations to consumers? For
example, can all employees clearly articulate these when questioned?

Does our Vulnerable Consumer Policy and wider policies and procedures clearly outline
the classifications for vulnerability and the different options available to help these
consumers?

- Have we considered the key impacts of the current cost of living crisis on our customer
base and come up with realistic and appropriate means to offer support to customers
who have indicated they are struggling?

« Are our complaints handling procedures robust enough to clearly identify root causes of
discontent and where improvements are needed in the customer lifecycle? In addition,
are complaints handling processes fair and in line with regulatory expectations?

» What should Internal Audit teams be thinking about?

Key questions the Internal Audit team should have for Remuneration Committees and senior
management include:

- Are current KPIs and performance reviews adequately balanced between financial
metrics as well as non-financial metrics, such as conduct, adherence to regulatory
requirements and internal policies and procedures, customer satisfaction ratings,
communication skills, teamwork, and leadership skills?

Has the Remuneration “Pot” been appropriately and proportionally allocated amongst
employees that have met or exceeded performance targets? Are there any individuals
who are currently disproportionally remunerated in comparison to their colleagues?

Are there any conflicts of interests in the performance review or remuneration
arrangements? For example, could individuals be recommending lower ratings to boost
their own performance? Are there C-Suite individuals that are party to their own
remuneration discussions and decisions?

What message and tone will Remuneration allocations send to employees and the wider
market? For example, will there be an implication that the bulk of rewards are solely
given to “rainmakers” or senior individuals?

What Ml is in place to demonstrate good consumer outcomes have been achieved
alongside a strong financial performance?

Whilst firms may feel an increased pressure to remunerate staff to maintain current talent,
it is likely that remuneration arrangements will receive increased scrutiny from the
regulator. Accordingly, firms and remuneration committees will need to be able to, now
perhaps more than ever, justify decisions made around remuneration arrangements.



https://www.fca.org.uk/publication/correspondence/dear-chair-remuneration-committee-2022.pdf
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» The FCA’s consultation on Sustainability Disclosures Requirements (“SDR”) is
expected in the Autumn 2022

The UK government is setting out plans to make sustainability disclosures mandatory for a
broad range of financial services firms under its SDR regime. Under the new regime, firms
will be required to report on their sustainability risks, opportunities and impacts, which

builds on measures already taken or underway to implement disclosure rules aligned with
the recommendations of the Taskforce on Climate-related Financial Disclosures (“TCFD”).

» The current state of play

On 29 July 2022, the FCA published their first views on the quality and coverage of
TCFD

Asset managers are awaiting a consultation on the implementation of the SDR and
investment product labelling, in follow-up to the Discussion Paper 21/4 issued in
November 2021. This was expected in Q2 2022, but according to the FCA, it has been
delayed to align with other international policy initiatives such as the EU Sustainable
Finance Disclosure Regulation (“SFDR”) and the EU Green Taxonomy, and the ISSB
sustainability and climate related reporting requirements.

» What it means for in-scope firms

Be ready to take a significant step forward to improve the quality of sustainability
disclosures. Regulators are focused on preventing negative market outcomes due to
rising demand for sustainable products not subject to adequate regulatory checks and
we expect additional supervision in alignment with the new FCA’s Consumer Duty
rules.

The FCA will increase scrutiny of new applications. Firms will need to demonstrate
that sustainability claims are backed up by robust controls. The information disclosed
should be sufficient to help to empower investors and consumers to make financial
decisions which align with their values and their understanding of the product’s
expected performance. Here, the spirit of the rule is not just about publishing
metrics but ensuring that customers at all levels receive appropriate information that
is not misleading, difficult to understand, or makes it harder for consumers to make a
timely and informed decision.

Even though the SDR is still in a pre-consultation stage, the Internal Audit function at
firms offering ESG funds, or planning to do so, need to consider whether the controls
in place (or to be deployed) and the data requirements will be sufficient to meet
disclosures requirements once the regulations come into place.

» FCA’s supervision strategy and expectations from benchmark administrators with

respect to ESG

On 8 September 2022, the FCA published a Dear CEQ letter setting out their
supervisory priorities for benchmark administrators.

Benchmark administrators design, calculate, administer, and publish benchmarks,
adding value in financial markets and products.

Per the Dear CEO letter, benchmark administrators should support users of their
benchmarks in meeting their obligations under the Consumer Duty Rule, for example,
by making relevant information and disclosures available to them. However, there are
concerns that their methodologies can give rise to an increased risk of poor
disclosures in ESG benchmark statements.

What should Internal Audit teams be thinking about?

Benchmark administrators must reflect on their benchmark statements and
methodologies and the extent to which these accurately reflect ESG factors.

Disclosures must be readily understandable to users and end investors assessing
whether the use of the benchmark is appropriate for their investment strategy.

Considerations for the Internal Audit team should include whether:

Benchmark names fairly reflect the methodology and contents of the benchmark
so that users’ reasonable expectations are met.

The methodology for the ESG benchmark uses ESG ratings provided by a third
party, e.g., an ESG ratings provider to determine its constituents, and whether
the underlying methodology is clearly presented and explained to users.

Grouping ESG and non-ESG benchmarks in the same family has resulted in a poor
level of disclosure.

While benchmark administration activities are not within direct scope of the
Consumer Duty, it is likely to apply to other firms in the distribution chain of products
in which benchmarks are used and these must appropriately reflect the FCA’s
expectations with respect to the users of the benchmarks.

Overall, the new Consumer Duty rules impact investment and wealth managers in a
number of ways.

Internal Audit teams should holistically explore all angles of risk to avoid fragmented
implementation in the future.



https://www.fca.org.uk/publications/multi-firm-reviews/tcfd-aligned-disclosures-premium-listed-commercial-companies
https://www.fca.org.uk/publication/correspondence/portfolio-letter-benchmarks-sep-2022.pdf
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Cyber Risk has been high on the agenda of Audit Committees for a long time and it has been
voted the number one risk for the last four years in the CIIA annual Risk In Focus survey. The
consequences of a cyber-attack for organisations could be highly significant in terms of
disruption to operations, inflicting reputational damage, theft or destruction of valuable or
sensitive data, as well as the cost of fines by data regulators (and potentially ransoms paid
to the hackers holding your data as hostage).

» The immediate threat has increased

In January 2022, the UK National Cyber Security Centre (NCSC) urged organisations to
“bolster their cyber security resilience in response to the malicious cyber incidents in and
around Ukraine” and published updated guidance. Reference was made to the destructive
wiper malware which is being deployed against organisations in Ukraine and highlighting the
risk that further attacks are likely to continue and may inadvertently spill over into
organisations in other countries. This was followed by a report from the Joint Cyber Security
Advisory highlighting the growing threat of ransomware attacks. There is also growing
pressure on cyber insurance arrangements with "war exclusion” and "hostile act exclusion”
contract language under scrutiny. This could impact claims, premiums and the ability of
organisations to obtain cover. The NCSC guidance highlights the following areas:

Patching is an essential protection and needs to be kept up to date. Where
attackers are seeking to exploit a known security vulnerability they move fast, and it is
organisations with ineffective patching programmes that are most vulnerable.

The organisation needs to understand its Internet-facing footprint. Vulnerability
scans / penetration testing of the whole internet footprint need to be performed
regularly to ensure that everything that needs to be patched has been covered. At
times of heightened risk, patching timeframes should be brought forward.

Access controls need to be checked carefully. Extra focus should be applied to
privileged or administrator access rights. Where possible multi-factor authentication
(MFA) should be used and checked to confirm it is configured correctly. Third party
access needs to be checked thoroughly, controlled and unnecessary access removed.

Anti-virus software and firewalls are important defences. Antivirus should be active
on all systems and updated correctly. Firewall rules must operate effectively.

Access to its backups is vital for an organisation to be able to recover its systems.
Backup routines must be running correctly and any backup failures addressed. The
ability to restore from backups should be regularly tested.

Mandatory training in cyber security needs to be provided regularly. Unless
reminded, individuals can forget the level of threat, the importance of staying alert
and reporting phishing or other suspected attempts at intrusion promptly.

Logs must be configured and monitored, leveraging Intrusion Detection (IDS),
Intrusion Prevention (IPS) and Security Information Event Management (SIEM)
systems to examine, monitor and analyse the events taking place in the network -
detecting potential threats and security policy violations.

Organisations should assume that their systems will be affected by a cyber
attack at some point. Incident response plans need to be checked and tested so
that the organisation can deal with an incident effectively. Playbooks should be
established detailing the response to a specific incident type including, in
particular: malware/ ransomware infection; phishing email; or data breach. A test
of the response plans should be performed as a priority if these scenarios have not
been checked recently. The technical response should consider all key stages:
Triage, Analysis, Containment/Mitigation, Remediation/Eradication, and
Recovery.

The incident response team also needs to be thought through carefully so that
individuals with the right skills and authority to take decisions are available at
very short notice, including third party dependencies and on-call arrangements
with specialist suppliers in particular where they form part of the team.

» What should Internal Audit teams be thinking about?

With the NCSC’s call to bolster cyber defences, Internal Audit should be looking at
their audit plans once again to determine whether the assurance scheduled will be
sufficient to meet the needs of the Audit Committee and the organisation during the
current period of heightened risk.

Critical information assets (“crown jewels”) need to be well protected with defensive
and monitoring controls strengthened as far as possible and backups retained that
cannot be rendered unusable by an attack. Incident response plans must be able to be
activated rapidly with immediate availability of key individuals (including third party
specialists) access to detailed information about the network and the tools necessary
to respond. Competent cyber security staff are required.

Heads of Internal Audit may also wish to invest further in developing their own skills
and understanding of the impact on the organisation of this important area so that
they can credibility engage with colleagues in IT security and better explain the issues
to the Audit Committee. Technical expertise on cyber is often sought from a co-
source partner. Where this is the case, the internal audit team should look to work
more closely with the partner team to build skills and maximise opportunities for
knowledge sharing.

Cyber is likely to remain a key area for assurance for the foreseeable future.



https://www.iia.org.uk/policy-and-research/research-reports/risk-in-focus/
https://www.ncsc.gov.uk/news/uk-organisations-encouraged-to-take-action-around-ukraine-situation
https://www.ncsc.gov.uk/news/joint-advisory-highlights-increased-globalised-threat-of-ransomware
https://www.bdo.co.uk/en-gb/services/advisory/cyber-security-and-data-protection-services/identifying-and-understanding-cyber-risk
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» Background

Market Abuse Regulation (MAR) covers the offences of insider dealing, unlawful disclosure of
inside information and market manipulation. Two of the key changes introduced by MAR
were the requirement to monitor for, identify, and report instances of attempted market
abuse and the requirement to monitor orders for the purpose of identifying potential market
abuse.

» FCA fines Citigroup Global Markets Limited

FCA recently fined Citigroup Global Markets Limited (CGML) £12,553,800 for failing to
properly implement it’s MAR trade surveillance requirements relating to the detection of
market abuse. The fine was levied on the firm for failing to properly implement the
requirements to detect and report potential market abuse since July 2016, when the rules
took effect.

Additionally, it took CGML 18 months to identify and assess the market abuse risks the
business may have been exposed to and the key risks the business needed to detect.

» Key Findings

The FCA found that by failing to properly implement appropriate trade surveillance controls
as required by MAR, CGML could not effectively monitor its trading activities for certain
types of insider dealing and market manipulation. In particular, the FCA found:

CGML’s implementation of the requirements of Article 16(2) of MAR was flawed, in
particular the approach taken by CGML did not take into account the delegated
regulations that supplemented the requirements of the Regulation;

CGML did not complete its initial gap analysis of the MAR requirements until October
2017 and the output did not include a risk assessment of the 900 identified
surveillance gaps. As a result, the output did not provide the business with the
mechanism to identify the most serious market abuse risks affecting the business.
Additionally, CGML did not complete a Market Abuse Risk Assessment, as required by
Article 16(2), until December 2017;

CGML failed to accurately track the implementation of the requirements of Article
16(2). In particular, the firm’s MAR Working Group failed to provide sufficient
oversight of the implementation of the requirements within the business;

Additionally, CGML failed to define the scope of the MAR implementation objective
within it’s 2016 EMEA Compliance Plan and, as a result, compliance with Article 16(2)
was not agreed as a condition for the completion of the objection;

Finally, the FCA found that the CGML Board were wrongly informed in late 2016 that
MAR implementation was complete.

» Wider Considerations - Market Watch 69

In May 2022 the FCA published a newsletter on market conduct and transaction reporting
issues. This focused on firms’ arrangements for market abuse surveillance and draws on

the FCA’s observations from engaging with the industry in respect of the requirements of

Article 16(2) of MAR.
» Market Abuse Risk Assessments:

The FCA expects firms to complete a comprehensive, accurate and up-to-date
market abuse risk assessment in order to ensure that firms have effective
surveillance coverage.

The FCA recognises that there is no prescribed methodology for firms to follow
when completing a risk assessment, but through supervisory work they have
observed a range of methodologies for preparing the risk assessment. The FCA have
commented that, in their experience, the most effective risk assessments involve
consideration of the different types of market abuse and how they apply across
different areas of the business and asset classes.

The FCA has commented that where firms do not consider different types of
market abuse, the different areas of business in which they operate, how that
business is undertaken, and the different asset classes and instruments traded,
firms may not be able to adequately identify market abuse risks and align their
monitoring programme to them to ensure effective surveillance.

The FCA has also commented that this may also be the case where firms do not
review and update their systems as necessary to ensure they remain effective in
the context of risks arising from changes in their business.

» Order & Trade Surveillance:

The FCA has observed that surveillance arrangements are improving across
industry, however, there continues to be variance. Throughout their supervisory
work with firms they have seen examples of comprehensive, tailored systems,
accurately aligned to risk assessments, however, they also observed instances of
little or no monitoring taking place.

Overall the FCA has noted that since the introduction of MAR, third-party system
functionality in areas such as tailored calibration has progressed in recent years.
However, some firms are unaware of these developments and so may not be
making best use of the technology.



https://www.fca.org.uk/markets/market-abuse/regulation
https://www.fca.org.uk/news/press-releases/fca-fines-citigroups-international-broker-dealer-failures-detection-market-abuse
https://www.fca.org.uk/publications/newsletters/market-watch-69

8 INVESTMENT & WEALTH MANAGEMENT | OCTOBER 2022

ECONOMIC CRIME UPDATE

» Policies & Procedures

The FCA have observed that whilst firms have created a range of policies and
procedures in relation to monitoring for market abuse, the approach to this varies.
Some firms have clear, detailed and up-to-date policies and procedures and it appears
these may provide a helpful reference point for staff and assist with work in areas such
as alert review and escalation.

- The FCA have observed that some firms continue to have vague policies and
procedures with limited detail and no guidance on what information to use or
consider. As a result, where there is no such guidance, the information considered in
alert review may be insufficient or incorrect, and alerts may be inappropriately closed
rather than escalated. We also observed that firms with vague or undetailed policies
and procedures sometimes struggle to ensure a consistent approach.

» Wider Considerations - SYSC 6.1.1R - Countering the risk of market abuse-related
Financial Crime

In December 2018, the FCA published Chapter 8 of the Financial Crime Guide which set
out guidance for firms in relation to market abuse. Key to complying with these
obligations is ensuring that firms have a clear understanding of the market abuse risks
that are relevant to the business and the controls required to mitigate these risks.

Through their supervisory work, the FCA have still identified firms that have yet to
produce a robust framework and, as a result, these firms struggle to demonstrate a
consistent and effective approach.

» What should Internal Audit teams be thinking about?

As we have seen in the past, the FCA expects all firms to take note of decision notices and
relevant publications, and expects senior management to consider the impact that the
findings may have on their business.

With this in mind, it is important for Internal Audit teams to provide appropriate assurance
to senior management on the second line (compliance) oversight regarding market abuse
risks, including coverage of the following considerations for its financial crime framework:

- Review of the firm’s current approach to MAR and ensure that it considers all the
requirements within primary and secondary legislation;

Review of the firm’s MAR gap analysis to ensure that it covers the requirements of all
primary and secondary legislation, and ensures that all products and services that are
offered to clients are appropriately considered. This should include any products and
services that have been introduced by the business after the original implementation
of MAR;

Ensure that the firm’s MAR Risk Assessment is reviewed on a regular basis and takes
into account all key risks facing the business, and considers both the inherent and
residual risks of each of these risks;

Ensure that senior management are receiving regular and accurate Management
Information on the MAR systems and controls and ensure that MAR remains as a
standing agenda topic for all relevant financial crime committees;

Review of the firm’s policies and procedures to ensure that they are up-to-date
and provide employees with a sufficient level of detail on the approach to be taken
when monitoring transactions for possible market abuse and the established
escalation process.



https://www.handbook.fca.org.uk/handbook/FCG/8.pdf
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A ROUNDUP FROM THE REGULATORS
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FCA

HMT

FCA

PRA

FCA

FCA

DATE
29/09/2022

23/09/2022

22/09/2022

12/09/2022

08/09/2022

05/09/2022

DOCUMENT
Speech

Growth Plan 2022

CpP22/18

DP4/22

Dear CEOQ letter

Dear CEQ letter

WHAT’S NEW?

What firms and customers can expect from the consumer duty and other regulatory reforms

The recent "mini-budget" published by the Chancellor of the Exchequer

Guidance on the trading venue perimeter - consulting on new guidance on the regulatory perimeter for
trading venues to clarify what the FCA means by a "multilateral system" and how this applies to different types

of arrangements in financial markets

The Discussion Paper describes how the PRA intends to approach policy-making as it takes on wider
rulemaking responsibilities under the Financial Services and Markets Bill

FCA letter to CEOs regarding it's supervision strategy for benchmark administrators

Dear CEO letter to FCA 'portfolio firms' regarding trade repositories



https://www.fca.org.uk/news/speeches/what-firms-and-customers-can-expect-consumer-duty-and-other-regulatory-reforms
https://www.gov.uk/government/publications/the-growth-plan-2022-documents
https://www.fca.org.uk/publications/consultation-papers/cp22-18-guidance-trading-venue-perimeter
https://www.bankofengland.co.uk/prudential-regulation/publication/2022/september/pra-approach-to-policy
https://www.fca.org.uk/publication/correspondence/portfolio-letter-benchmarks-sep-2022.pdf
https://www.fca.org.uk/publication/correspondence/repositories-portfolio-letter.pdf
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